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Washington, DC 20554

Re: Annual 64.2009(e) CPNI Certification
SRVR, LLC d/b/a Volocall, LLC
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Dear Ms. Dortch:

Telephone: (770) 232-9200
Facsimile: (770) 232-9208

Email: lsteinhart@telecomcounsel.com

Pursuant to 47 C.F.R. § 64.2009(e), SRVR, LLC d/b/a Volocall, LLC hereby
submits its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

Respectfully submitted,

L elM. Steinhart
Attorney for SRVR, LLC d/b/a Volocall, LLC

Enclosures
cc: Ramona Cean
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Annual "1 C.F.R. §64.21l09(e) CPNI Certification

1, Ramona Cean, Director ofSRVR, LLC dlbla Volocall, LLC, certify that r am an offieer
of the company named above, and acting as an agent of the company, that IlJave personal
knowledge that the company has established operating preeedures that are adequate to
ensure compliance with the Commission's CI'NI rules. See 47 C.F.R § 64.2001 et seq.

Attached to this certification as Exhibit accompanying statement eXJ?lalnhlg
how SRVR, LLC d/b/a Volocall, LLC's procedures ensure that the company
compllance with the requirements set forth in Section 64.2001 et seq. of the
Commission's roles.

FCC Annualf'illng
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SRVR, LLC d/b/a VolocaU, LLC has not taken any actions (proceedings
instituted or petitions filed by a company at either state commissions, the court system, or
at the Commission against data brokers) against data brokers in the past year. Companies
must report on any information that they have with respect the processes pretexters are
using to access CPNI , and what steps cumpanies arc taking to protect CPNI.

SRVR, LLC d/b/a Volocall, L1C has not received any customer complaints in the
past year concerning the nnauthorized reicuse ofCPNI (number ofcustomer complaints a
company has received related to 11l1authorlzed access to CPNI, or unauthorized disclosure
ofCPNl, broken down by category orcompJainl, e.g., instances ofimproper access by
employees, instances of improper disclosure to individuals 110t authorized to receive the
infonnation, or instances Qfimproper access 10 online infonnation by individuals not
authorized to view the information).

fCC Atmual l!'ilinq



Annual 47 C.F.R. § 64.2009(e) CPNI Certification
EB Docket 06-36

Exhibit A

SRVR, LLC d/b/a Volocall, LLC

Compliance Requirements



Section 64.2005

•

SRVR, LLC d/b/a Volocall, LLC
4969 US Highway 42, Suite 2700

Louisville, Kentucky 40222

Compliance Requirements

SRVR, LLC d/b/a Volocall, LLC ("Company") maintains the following operating procedures to ensure compliance
with the requirements set forth in Section 64.2001 et seq. of the Commission's rules.

Usc of customer proprietary uetwork information without customer
approvaL

(a) Any te1econunmucations carrier may use, disclose, or permit access to CPNI for the purpose of
providing or marketing serville offerings among the categories of service (i.e., local, interexchange, and
CMItS) to which the customer already subscribes from the same carrier, without customer approval.

(1) If a telecommlUllcanons cerr1er provides different categories of service, and a customer
subscribes to mOle than one category of service offered by the carrier, the carrier i. permitted to share
CPNI among the carrier's affiliated enlities that provide a service offering to the oustomer.

(2) If a teleconimunications carrier provides different categories of serville, but a custmner doe•
not subscribe to more iliac one offering by tbe carrier, ilie carrier is not permitted to share CPNI with its
affiliates, except as provided in §64.2007(b).

(b) A relecOlDmunioatinns carrier may not USO, disclose, or permit """ess to CPNI to market to a
'customer servioe offerings that are within a caregory of service to Whicb the subscriber does not already
subsoribe from that carrier, unless tbat carrier has customer approval to do so, except as descnoed in
paragraph(c) of this section.

(t) A wireless provider may use, disclose, or pennit a..ess to CPNL derived from its provision of
CMRS, wltb.out customer approval, for the provision ofCPE and information service(s). A wireline calTler
may use, <!isolose or permit access to CPNI derived from its provision of iocOl exchange service. or
interexchange serville, wltb.out oustomer approval, for the provision of CPE and can answering, voioe maO
or nlessagi.n.& voice storage and ~levat services, fax store and forward~ and protocol conversion.

(2) A telecommunications carr1er may not use, disclose, or pennit access to CPNI to identify or
track customers that call competing service providers. For example, a iocal exchange carrier rnay not use
local service CPNI to track all customers fllat call local service competitors.

(c) A telecommunications carrier may use, disclose, or pennit access to CPNI, without customer
approval, a. de.cribed in this paragraph (c).

(1) A telecornmwlications cartler may use1 disclose, or peonit access to CPNI,. without customer
approval, in Its provision of inside wiring installation. maintenance, and repair services.

(2) CMItS providers may use, disclose, or pennit access to CPNI for the pUlpose of conducting
research on the health effects ofCMRS.



(3) LEes, CMJ,l.S pro~id.rs, and intaroolll1ooled VolP prOVIderS may us. Cl'NI, wi!bQut oustQmer
approval, to market ..~I"""fQIUlelly !<nown MadjlllleM,,.bwi.e ••mees, SUi.lk .., but ""t limited to, .peed
dialing, computer·ptQ~lded directory asslslImco, call lllonitt>ring, 0011 tracing, call blQcldng, call ,_n,
repeal; Wallng, call tracldng, oalI waiting, callel'l.D., call furward'.!!> and certain Cen1rOI< f.aIln'OS,

The Company I,a., adopled specific CPNlpolicies t. ensure that, h. the absence ofcuswmer app'l1Val,
CPNlls only ~O(I by lite CompllJi,Y til prvvUk or market service offeringi' amollg lhe categories of
service (1.e., weal, I'lte'exchunge, aJril CMJ.1S1 to whkh !lie' castomer already subscribes. 1'fte
Csmplllo/~ CPNlpollcics p,ollfbll the sIuIl'ing ofCPNl wIt1: ajJ1Ualelf ClJmpanies, except 1/$ plJtm1tW:i
rmder Rule 64.2005(a)(I) 01 wlllt ClIs/omer app'l1Valp'ffli1lUIr/ tu Rule 64.2001(b). Tlte .ollly excepliulls
W lltesepo1Jeics are ospe,ml1l2d under 47U.S.C, § 221(d) a1ltlIlllle 64.2QD5.

SllCtion 64.2007 Approval reqUired fo.' use of c•..mUler proprietary .<>!Work inforUlOtion.

(a) A l<llilconunnnicatlons o"rIer may obtain approval furough writlan, oral or e1ecltonJe
methods.

(1) AtolllCOml'llllllicalJons CllIrler 'elying on Ofal approval.hallbear tho burden of demonstrating
thafsuchapproval b"" been given in complianoe with the CommJasllln'. rule. In !bill part.

(2) Approval 0' disOJlprovol to us., dlsolose, or permit llCOOS' to a customer's CPNJ: obtained by a
relecorum)lllications CllIrler must romaln in ~fl'eot until fue customer r""oloos or I.imits .uch approval Qr
disapproval.

(~) A telecolllll1,",ioations camer m.st m.imain 'ecords of approval, whether oral. wrilton or
electronic, for at least ono year.

III all ch'crtms/alU'eG Where Cfl'8W1IW' approval is requiredW ElSe, disclose orpermit aooess t. CPN.l, tho
CXJmptmy~ CPNIpo1Jeics ret[uire 11M (Tift Csmpll1\Y oMrfIl Cllsttm",r approvallJrrouglr writ/elI, oral or
e_ollio melMds in COmpliance ",W'l1l1le 64.2007. A Cll.tomet~ approval or dlsappr.val r"",a/n$ln
efftrel UlIIIII1te cu~mer revokes >ff limits Ille approval or dlsapprl1Vll1. The Company _rillh.. reeords
ofcuslomer approval (whetTler wtlll.., oral or eleeltanic) fur a: millimom ofl11Ieyear.

(b) u•• ojOpl.Qul aJ2d Opt-In Approval Processes. A ~lllOOIlllllunleations carrier m.y, sUbject
(Q opt-out approval or oplrln approval, use its customer's individlllllly idenll£iable CPNI for tile P\ll'P0se of
ma:tketing co11lll'lunications-relatods~i""" to tIm cusrome,. A~lecoltlm1ll'dcatlons cattier may, sobject to
op1rout approval Of opt-in approval, disclose its customer's illdi'liduallY id.nflflable CPNl, for tIle purpose
of "",,wring IlOmmunleatlons-related service. to 1hat customer, to II> agents and II> affU!ates that p.'Ovld.
collllUuwcaflcns-relat"d servl.... A telecommunications eanl.er may also penl1it such person or entities to
obtain !loce58 t<> $UOh CPNl for sucb PUlJ1OSIlS, E~cept for u", and disclosure of CPNI funt is permitted
without eustomer approval under seotlon §64.200S, or l!lat is <k'tl'ibed in this paragrn:ph, or as otherwise
pro'llded in section 222 of lb" Connuunlolllions Act of 1934, 0$ amended, a te!ecolllmunioations carrier
may only us., discl."" or permlt ace... to I" customer's individually identifiable CPNl '.bjllet to opt-in
approval.

Tile Company drJes WI ase CPNI for Il1\Y purpose (l1Ic1#dulg marketing conmwllicalWns-reMed
services) all/I do..nm disclose or grant access to CPNllo Imyparly (includ1llg 10 age"ts.r affill«t8s tllat
provide commullicawms-ralaled s"",wes), except a. permitted ,,,,l1er 47 u.s.c. § 222(4) and R"I.
64,2005.
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Section 64.2008 Not!.. required for as. ofcustomer propriet.ry network Information.

•

(a) Notlfirxmon, Generally. (I) Prior to a»:y solicitatlPn for customer .pproval, •
1eleoominunlcotions carele, mu,t provide notifio.tion to 1lle CWlto_ oftlte customer's right to restrict use
or, disclose or, and aocess tothal customer', CPNI.

0) A telecommunications can:ler must ma!utain l"COtde of notification, Whether 0l1'l, \Witten or
ei&ltiillllc, to, al r.llS1' one yea.'.

(b) lndividual notice to ons_s ",""I be provided when soliciting approv.l to use, disclose, or
penni.t accesf? to customers' CPNl.

(c) Content ofNotice. Cust:omor llOtff!oat:i.on Illust provldo sufficient information to enable Ill.
customer to rna'" .n informed decision as to whether to perodt • camer to use, diselose, or permit .ccess
to, the customer's CPNI.

(1) The notl!l.catlon must slate that the customer bas a right, and the carrier has a duty, under
federal Jaw, ttl p1oteet1be oonfidentlality ofCPNl.

(2) The nouJlcatioo must specifY the \1'pe, of lnfol'lllation that oonstituW Cl.'NI and the speoffie
entities that wlIi reooive the Cl'N1, .morib. the purpose, fur whlcb CPNj' wlll h. ""ed, and infom> the
customer ofhis or henlght to disapprove those mes, a1td deny or withdraw aooess in CPNI at any time.

(3) Tbe notifioatlmi must advise lhe OUSll>n;lll' ofthe precise stopsllIe customer mu,t take in order
to grant or dellY .....s to CPNI, and must olearly slate thm a denlllJ. of approve! will no~ affilet the
provision of any servlces to wllioh the cu,tomer ,ub,orlb... However, carriers may provide a brief
'ta.temen~ In a clear and neutral Imlguage., describing oonseq1Wllce, dlrecUy resulling from the lack of
access to Cl?NL

(4) The noti:fioation mu,t be oompr.benoihle and mu,t netbe mi'leading.

(5) If writ\l>ll notification is provided, the nOOce lUll'! be cl,'al:ly legible, use sufficiently largu
,type, and be placed in an "''"'00 as to bereadily apparent to aCllillomer.

(6) If any p01t:i.on of a notification is trinslated into another language, then aU portions of the
Mtification mustbe translated into thet language.

(7) A oanier may sta!<l in the notification that the customer's opprovello uae CPNl may enllanoe
the oarrler's ability ro otter prodUcts and,Slll:\lloel; tIDlored to thel)\l,to\ne"s needs, A oarrier alao may ,tat'e
in.the notifioationlhatlt into/ he compelled1<1 di'cIose CPNI to anyl'erson npollafflrmatlve written request
by In. oustomer. .

(8) A oarrler may nol inolude in the notification a»:y ,tatetrlentatremptJog to ellOO1lXllge a customer
to freeze third.party aooes' to CPNI.

(9) The notification mu,t stare that any approval, or denial of approval for the ua. of Cl.'NI
outside ofthe ,ervlce to whlch ti,e customer a1t.ady subsorlbss from 1Im1 osrrier i' valid 1ll1tll the customer
al'fl1matively revoke, or limits such approval or dunial.

(10) A telecommQllloal!ollS oarrier's solicitation for approval must b. proxlmate 10 the
notifieatlon ofa eustomer'. COO rights.

The Company's CPN! polktes ,equire that cusW1M1'S be no#fled or fl'elT rtgiliS, and the Company's
abligal:ions, wllh respect to CPNTpritJr to any••Uc1tation ft>r C/lstllfl/er Irpp,oval. All requIred customer
,wllees (wltethe, writ""" .rll!. (Jr e!eWollle) complp tvltlt tl,e req,,!fements or 11.,,18 64.2008. The



•

OJ11tp""y ",aiatalns re""rils qjall required C1l$/()ffler M/lees (..he/Iter wrlften, or(/[ or elec/rotlle) Jor 0
miltilmun ofone year.

(d) Nollce /lequJremenis Specific to Opt-Out. A 1E1=municaticns =ier must provide
notification to obtain opt...,ut approval. through ¢leo1rOlllc or Written methods, but not by oral.
COllUllunioatlon (e"oopt .. pl'OVided in patagraph(l) oftbls seotlon). Tho oontenlll of any snob n<>tllication
must comply wllh lh. requimnenls ofpatagtllj>h (c) ofthis ..etlon.

(1) Catl:i<m must walt a 31l-day Illiniuunn period of tim••llilr giving customers notice and an
oppOli1llllty to opt-out before assmnlng custnmer llPproval to use, &loso, or pemllt a...,..s to CPNI, A
oarrier may, in It. disoretion, provide for a longo. period, Carrlel$ mllSt notify cUstolners .. to the
applicable wailing period fur a response bofr>re approval is a""""ed,

(I) In the <)lI'" oton electronIc fum> ofnotlfioation, 1he waiting period shaU begin to mn from the
d.te on wbich the notifi<:.Uon wee .anl' and

(il) In lhe case of notifioalinn by mail, ilia wailing pellod shail begin to run on the 1hird day
followillg the da10 lbat the.notification was mailed,

(?) Calders using the opt-~ mechanl.", must provide Mlioes to Iheir cllatomars o~ery two
years,

(3) Tel.communications coniers that m~ e-;nall t<> provide opt-out noti<:a. m~st comply wllh the
following requirements in addltion 10 the I'equiremenls generally applicable 10 uotlftcalioll'

(i) Con;'... mu.t obtaic express, verlllable, prior approval from consumers to send notices via e
mail ..egarding lheir service In general, or Cl'Nlln partlculer;

(ll) Corrier, m~sl.llow ou.,romers tJ> reply direclly 10 ...malls col1lalo.illg Cl'NI notices In Ol'dorlO
op1H>lll;

(lit) Opklut ..mall notices th.t ate'reltn1led to me ",,,,,let as undei!v¢rable must be sent to the
·customerm~her form ~fore ean1ers may oonslder tb~ customer to have received notice.

(iv) Carriers Ibat Itse e-mail to.endel.NInotice.mn.tensuretb.et1he .'llbjoet line oflhe me••ago
clellJ:ly and accurately Identifies rlle subject matter ofiho o-mail; ""d

(v) Teleoommunications carrler. must make avallshle to every cn.l",uet • method to op1>ollt that
i. orno addlticual =1 to the cnst<>mer Mel. lhat is avallshle 24 h= a day, seven days a week. Caniers
may satisfY this requlrementtbrough a~ombinsticn ofmethods, so 100tS a, on¢u,_. ha~ethe .bility to
opHutat no co.t and .re ablo to effuetuate that choice wbeaever fuey choo...

The CompOl'J' dOf!ll tlotcurreJltIy $Ollcit "upt oul" customer IlPPfOvaifor the us. <>1' dlscloswe ojCPNI,
The Company d.... not use CPNI for all)' purpose (lnclstdfttg marketll.g cOlmmmlc«tlon~telated

8<II'V1ees) ami tum not d/$clo$/).r grant accessto CPNI to an)'party (melt/ding to Ilgent8 or tifflilates tlrat
provide colllnmnleatl.nHe1ated 8ett'lces), excepl a. penniJied umkr 47 U.~C Q2:12(<1) a/liI llriIe
64,:1005,

<e) Notice Requirement. Specifw to Opt-In, A wlell(>l11ll1llnloalion. oamer may provide
notification to oblaIn opt-in approval I!ll'ougb o,al, written, or eleotronic method" TI,. OOntel\ts ofany such
notlfioation must comply with the requirement. ofpamgraph (c) oflhls ,aetion,

Tlte Compa,,1' does /Wt currently solicit "opt "," culllOtl/er upprovillf.r rlt" use .r t11sclosare !if CPNl.
The Company tkm. nat use, dlscltJ.. Or grOll! nec... to Cl'Nlfor 011)' purpMie, In O/Iy party or In OIlJl
Jftanner tnat would require a cuslomer"s nopt 11, ft approval. WIder the C01nmiaswn'N ePNI Ruks.
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(I) Notice }lequi>'''- Speclfio to One-'l'ime USe olCPNl. (I) Calrlm m~y use onil notice to
obtain Ilmillld, on....time use of C~NI for inbollnd and outbound .ustomor wlepho,," colllatts fot tho
<:ltmltion·oftho call, regardI... ofwhetltor oottlors us, opt-outor opt;-in approWll based on ille nature of1be
conmet.

(2) The OO)l1l>nts ofany such notl£i.co!ion l1lllst comply with tho ,equiremeuts of paragraph (t) of
illill soctlon, """"pt that telecommunications ca:niexs inay 0lUlt any ofill. following notice provlllioll> ifnot
relevant tolliii nmllOd use 10r Miicli $ • ..,ilor soo\Oil;1.'I'li:

(i) Carri.... !Wed not edvise oustomers thot If thO)' have opted-out previously, no action is ne.ded
to maintain t11e opt;-out election;

(ii) C3lTlel'l need not advIse cusoornm that thoy mal' .bare CPNl: will11'helr afflllates or third
pam.s and need not name tbos. entitles, Iftlle limited CPNI usage wm net result In use by, or disclosure
to, an affiliate or third part;>;

(11J) (;orrle... need not disclose the lWIlUlS by wltloh .. cuslQmer con.deny or withdraw futwe ac"","
to CPNl:, So long as carrlers explain to oustomers thot tho ""'Po ofthe approWll the carrier seeks Is llmlted
to one4ime use; and

(iv) C3lTim may omit dlsolooure of!ho precise steps a c\UltOmer must tilre in order to grant or
deny access to C1'Nl:, as long as the carrier clearly connnunIoa!\\$ that the cuStomer can delly =ss to his
CPNl: for the call.

ll,inldJJ1'ces ,.ker~ lI.e COlllPlllly seeks onMhne ",.womer approvaljor tluIlIStt or disclosure ojeRN!,
tl.e CompllllY ohtaltlS sllch approval in aOOtlnJance willi the lilsc109l1Tes, med.o«s ""Ii requirement>·
COllt«llIet1111 Rille Z008(f)•

S..Uon 64.2009 Safeguards required f.... 0•• ofcustomer proprietary network Inful'lllati(Jn.

(a) TelecomnlUnio.ti"". carriers must hnplement a S)'itelU by which the status of a customer'.
,CI?NI apprbv.l can be olearly e'\ll1>li,ll.d prior to the use ofCI?Nl:.

The (J(I11Ipflny's billing sysUtm oJlowa authorket1 compml)l peraomtel to ef#l/y d.rennlne tlte skltua offl
Cll$fomer'a CPiVIapproval on tile cuatomeraCCfJum ""reenprior to thcuae Or illscwaure ofCPNl.

(1)) TelllCOlnIJluDIc.tions carr.... Jmlot traln their pmonnel as to when they are and ar<, not
.<rthorizod to Dse Cl'NI, and carriel'l m~st have an. e"pt.'. disoipllnary proces. in. place.

'tile (J(Impany 1'08 wtiblishet1 CPNl oompnancepolicies Iitat include employee traMlrg on restrWilons
all lI,e Itse and dlsclosu:re 0/ CPNI a/lll tl!l/ltlrell s'lfeguarl1ll 10 proleel. agal/1lI1 uMutliorkerf use or
disclosure 0/CPNL Employe,", untierstand tire CPNIpolkl,", alld a vroTation ojthose polklea will
result in disciplinary aclion.

(0) All carrier, shalllllOintaln a ,.cord, eleotmnlclll!y crt In some other manner, ofthoir own and
their afillial..' .al.. and mark.ting oampalgns l1Jal use their customers' ePNI. AU =10)'$ .hall ma;nte.in a
record of all instan"". where CPNI w.. dlsolosed or provided to third parU.., or where 1hird parUe. were
allewed a""".. to Cl'Nl. Tile recordmust in.clude a description of each lllllllpalgn, tho spooillc Cl'Nl thul
W•••,ed In tbe campaign, and what protluots and..!Vices w.... offered as a part of the campaign. Camers .
shall retain the ",c,,,<1 fo, a minimullI ofone year.

The Ct>mpllJly's CPNIpolicies r<qttlr. that all salet a>ulmarkallllg erl111patgns /11cllU/lng those utllMng
CPNl be recordeti will kl!f!l ollfl/ej/Jr at letIJII olleyear. !lEc.rds arelllso maintained/or tilscl••ure or
aceeas I. CPNIIJy t1llrllparll... The records Include tl,. required .iformlttloll li&1ed In 1I1<k 64.2009(c).
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(d) TeleeollllllUllications ."tiers must estabUsh a supervisory revIew processre~ carder
.ompllance with 1Jle rules in lhl. subpart fur Ol¢-bo1lDd~11 situatlon. aud mall'tilin records ofcarder
complillnce rur a mlnllnUin perlcd of one;lOOt. Sp""lflcally••ales personnel must obtain supervisory
approval ofany proposed on~ound raarlceting reqlleSt for Oll,tomer approval.

Tke Compl11o/'s CPN! poUclt!S require employees to obtain approval frQm tIte CQII'l'a"y's CPN!
Cr»t1/1l1= 0ftiW (or allmar/!!!li!1lJ.£.-ruttlJII!Ims. bwlHding tkose utillgillg CPN, pr;Qr 19 itljUg/IIIR tllat
campa1{jl. Re«ml I),/' tl/4 marketing campaigns, almg with the appropriate superv/$QI'J! apprQval /$
rmtlawin.dfQr at I,,,st QlI.year.

(e) A telecommunication. omrler mlWt have '" officer, as an agent of the cmier, sign and file
witll1Jle Com!lllB&lon a OOl1lpllauce certlfi""co on an annual bosls. Tbo officer mu.t state In the certification
that he or she has p.,.oual knowledge that the romp"'l' ha. established ope",ting procedllre. thaI are
adequate to ensure compliance witll lb.. rales III this subpart. The carrier mlWt provide a statollle'lt
aCOOlnpanylng lha .ertificate ""Plalning how itll operating p,ocedures ensure thot it is or is not in
oompllal'<>o with the rules in filis subpart. Tn addition, lha c.rxier ltl.\I$t lnolu<le an el\Planatlon of any
actions tak~ll against data 1>l'o1<l>rs ond a SlUl1ma:lY of all customer OOllll'laints ,...ivad In the past year
conoern.ing the Ullautlll),i2ed release of epN!. ThIs flUng must be made annually with the Enforcement
Bureau on or b¢fore Marolt I in EB DoclretNo. 06-36, fur data pertaining to the previo"s calandar year.

Tile l"¢II./(/red offltJ"' cerllflcatioll, acllons taken agahIsl ""til o'QTrers and SU"""Ul'JI Of cusw",.r
compklint ""cume'H1$ are Inelulkd wTlFi illis aooompflI/JIhtg $II1tC/Ilent. no Company will file IlleSe
aQcamquts Qll an a"",,1ll basis au or biifQre March 1for dataperltlhl1ng tQ tT"",rev/Qus calendaryear.

(f) CarrIe,.. must provide written ootl'" wlthin five busIness days to the Commission of any
instance where the opt-ont m.chanislllS do not wOtk jll'operly, to sueh a degreclhat oonsmners' Inallility to
opt-out is more than an anomaly.

(1) Tb.notice Shall bo hI the foon cra letter. and shell inclUde Ille camer'. name, a description of
1Jle opt-out meohani.m(,) u,ed, the problems(s) exp,tiencred, lha ,emedy proposed and when it wili 1>eIwas
implemented, whether fue ,.Iovaol state cotnllli<1Si",,(s) ha~ b<>en notified and whether it hes laken any
aetion~ a oopy ofthe notioe provided to customers. and contact information.

(2) SUch notice must b. subm1ltJ>d even if tho carrier offors other metllods by which CO\1$Ume,.
may opt-out

'TIte Compa"y does "otcurrently SQlicIt "opt 0.1" customer appTfwal[Qr the '/SO vrllisclQstmt OfePN/.

S••tlon 64.2010 Safeguard. on Ute disclosure of eustolner proprietary network information.

(a) Saftguaramg cPN1. Telecommunications calxiera lltJ}.t take reasonable ine.sures to discover
axtd prote<>! against attempts to gain ""autherized 00=. to CPNI. Telecol1llnllulcations corrie" must
properly authenticate a ""stomer prior 1<> disclosing CPNI based on coSlom.",initial<ld telephone con!ac~

online account access, or an m-store visit

Tire Company's Cl?Nl pQlid"" a/UJ rrmp/Qye. (rtllnl"g include reasonable m.caSIll'e8 to dlscovor and
protect agahlSt activity illoi is inl1icallvel),/'prottlXfing OItd employees arc fnstmc/Qil to nolifY the 01'Nl
CompUance Ofjlt:er ifany ."ell activity Is .asp.c1od.

(0) relephone access to CPN!. TelOoom1llunlcatlOllS corriers may only disclose can detail
infunnatlon over the telephone, based on customet-lnitIated telepholll> contaot, if 1Jle custolller fust
provides the c.rrier with a password, as ae,crtbedln paragffiph (0) of lhls sectlon, filOlls not prompted by
the carrier .,king for readily av.UaIIle biograpilicallnfurmatlon, or ll<>C01lnllnformatlon, 'If me customer
does nol provide a pessword, thetclecolllmlUllcat!ons carrl.r may ouly diselose call dot.i1lnformation by
sending it to the customer's address of record, 0', by calling the customet at the telephone numher of
record. Ifill. ¢ll.tomer is able to provld, c.1l <letallinformetlon to the teleconununioations cattler during.
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customtlI'-initlated col! without th.1.leoomnllmieauons cord...·s assis\lllWe, then too telecommunications
emrier is permitted to diseuss1lte call dotaillnfol1llatlon pro"idedby tIw customer.

The Company's CPNI pol/c/e;y _rlt /hot a ctiSWmltr is ou{p able W access call dctallirtformtttlon oyer
tite wlephllM in que of the ways IWed In Rule 64.2QIO(h). J;f the customer CIlJlllqt rememher their
password, they are prompwd f1! ....Wllt a security question. NeItller (he password lwr the security

..............fIJstlIH' arlt based 011 re.dl!P available b .~ ;deal mwmatlon ur account ormation. CUstllmer
----. setYlee represelliiltiV... are instr«cted to QlIt en Ie cUs/llllfllrl; over· tlU! IiJlephqne In oil installces except

IJt ti,e cas. "'here (he cusWmer provides tlte call detail h!fo'lItfJtlon without the assisttz1zce of tlt.
Company. .

(e) Onh."., aOCEi$$ to CPNl. A teloootmnunicotion, carder m\lSt authenticate. QUsl<>mer without
tIw use of readlly avanable biographical infonnatiOll, or account infonnation, prior to allowing the
oustomer online acoess to erN! related to a telecommunioall.oll$ servlc. aceoUllI. Once autlwnticated, the
"""lOmer may only obtain onUne aC¢eSs to CPN! telated tu a teJe¢omJnUnloatlons 'ervioe acoOllllI through a
password, as desorlbed in paragroph (e) offuis seotlon, that is not prmnpted. by the <:alrier as1dllg for :readlly
a~ailable blographicallnfonnalioll, or 'C<lO\lnI infonnalion.

'1'he Cumpmly'S cuswmers have acCess ta their account online upan entry alan access code which is not
linked to readily available aCl:fJant inltmn"tian.

(d) Iu-Store aCcess Ii> CPNI. A leJeoqnllnUllloalloll$ carrIer may diselose CPNf tu a eu,tumer
Who, at a carriet'. retalllooatlon, first presenlS tu the telooommmrlcations tanier or its agent a valid photo
ID matching Ihe mlstomer', aoooUlltlnfurmafu>n.

Tke Company dacs not have a retail la""tlon.

(e) Establishment ofa l'a~word and BaciMlp AutlU!ntIcatlw M$thods for Lost or Forgetten
Pa$$Wf)rd.. To establish a password, a lilJeCOlTllllnnicotion. carrier must authentieato1be euatomar without
lb.. us. of",.dily available biograpbloollnfullIfllijcn, or aC¢(l\Ul1 infoJ:mllllon. TeIecomnmnioatlons e.rders
may create a book'llp oustomer .uthen~llon method In the ."entofa lost or fOrgotten password, but such
,baok-up ellStOllJ.Or autlwml..t;on method may not prompt the customer fot r.adUy .vallabll> biograpl1ioa1
'Joform,atlon, or account infcnnaiion. If. oustomer _ proVide tIw ce''''01 pllssword or the correet
response lOr the baok-up cuslomer authen!lcatlon method, tIw customer must establish a new pa,oword as
des<>ribed in this paragraph.

71,. CalltpllllY'. CPNl poil.1et; allow for a ft,f'i IVI(VS to estobllsh a password, aU 01 whldl ensure
compliance with the aboveparl1ftrapn. Encll mollwd also allow. the cUSiomer to ...lab//;;1, a' . ..
secUrity question in tho evem (hal they forget tf,efrpmworrL In no event do.s the Company use leMily
available blogl'ttflhl""l Iilformat/an 0; acoonni infornuztlhn as a bilcIV-up question or "s a meaus to
esloblisl, apassword or autketrtlcaic the cuSlc"",r.

(I) Notfficat1cn of aneflU"t changes. Telaoommuniealions eatriers must notify cnstomers
Immediately whenever a password, eu,tonwr re'pon•• 10 a back-up me""" 0' authentication for lost or
,orgotten passwords, onUne aoccu1l!, or addt",. of r.oord i••reai>ld or ehenged. 'l'bis uotifie~tion is not
requited when the cualomer initlates sorvi"", lneludlng the .election of a password at s¢.tVice lnllioHon.
'l'bis notitle.tiou. mal' b. tltrough a carrler-orlginalild voloemail or textmessoge 10 the Mep!lon<l number of
record, or by mall to the eddress ofrecord, end mustliol revool the ¢hanged inthrmalion er be sent 10 the
new account informatlOll.

Th. ComplIIIY'$ bUling system gellerat'" It nlJflfleutlon leuer wl,en any of the f/eilTs l/std in Ruk
64.Z010(fj Is ",eated at c1eanged. The Company immedlaidy malls ont 11t/!. notlflcattan Wtite address of
record. (never a new address) w!zen requited by Rule64.:Z010(j). 71t/!. eontenlofIke notlflcath>n elll'llplJes
,Illtlr the reqnlrenumts ofRule 64,2()10(j).
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(g) lJus/ne:;. Customet' Exemptf<>n. Telooommunioatlons oaniBrs may bind thems.lyes
contractually ll:> authenticationregimes other than tho,e described m1lde ..otion for servioe. Iliey provide
to their business customet that baye both a dedlc.red acoountrepresentatlve and a centraot that "l>eelfiealiy
llddress•• the carriers' protection ofCPNL

Tite Company do..nol uJJlke Ihe bus!J,... cUSt/tI!ter exceplum alIitill time.

Section 64.2011 No"l'leptlon or euslomer proprietary network Informalion security
b,...<11...

(a) A teleoonnnunioations carrier ,",allnotlfy law enlbreement ofa breach Ofits ""stomer.' COO
as prOVided in this section. The oprrl.r sban not no"JY its o..tomm or disolos. the breaoh poblwly,
whether volUlJtarlly or under stale or local law 0' thase rules, until It has completed tlw process ofnofilYlng
law enf",,,ement pnrsuant to PilJ:1lgrapb (b).

(b) ,"" SDoll as practicable, alld in no event tator than .even (7) business days, al\Jll: reasonable
detetnlinpti<>n of the breach, tha teleoommnnleatlrms omler shall electr<>llieally notlJY lhe United States
Seoret S~'Vloe (USSS) ond 11>. Fede"'l Burean of Investigation (FBI) through a central l'OpQrti<>g fucility.
The Coll1llllssiOll will mallltaln a linkto the reporting fucillty at !llil>:Uw!VW.fcc,gov/eblclIPi.

(I) NotwithstandhJg lilly state law eo the conlrary, the wirier ,",aU not notlJY custo.mers or
disolose ti,e broach eo lhe'public antll 7 1\>11 busin... deys have passed ofter notificatlcn to fue USSS and
the FBr except as proYided In pamilT"POO (2) and (3).

(2) 1£tho clll'rler believesl'bat there is anexltllordluarlly urgent need tOlloll11' any cla.s ofaffooted
CllStOtl!etS s<>ellet lhon oUIOl'Wise allowed Ullder paxsgraph (I), inorder to avoid immedfate and ineparable
OOrm, it shaU '0 lndicala in its notificaticn and rtIII pro""ed to bumedletely notlfy its af'fualad cnstem"",
only after oonsultatlon with the relevanllJlvest!llati<>g~. The cmler shall coopel'ate with the reieVallt
investigating agency's requ.st to minimize any adverse effell!s ofslloh oustomer llotllioatioo.

(3) 1£ tha relovant iuvestlgallog agency determines that Ibe public disclosure Or notice to
",USlorners would Imped. Or compromise an ongoing or potolltial oriminal lnvesUgaHen or national semn:lty,
such. agency ",ay direct \he carrier not to So dlsclos. or notify for an initial parlod ofup to 30 days. Such
perIod may be extended by tbJl agenoy .. reasonable n........y in. the judgment of the agermy. If such
direction is given, tbe agency slwll notlJY the OPttler when It llJ'paat'$ that pnblie disclosure or notice to
affected ...lemers wUl no longer impede 0' oomprOllllse a Ollmiuallnvestlgatlon or Mliono! security. Tlw
agenoy 'ball provide In. writing Its lnitilll dlr.etirm to the canier, any subsequ.nt extension, ltnd any
nollllcation that natice will no longer impade or ee..promlse a <>riminallJlvestlgation or national ,""wily
and sllllll wrltfugssball be eentomporaneously logged'on the ..me reporting !llcillty that conlallls r.cords of
notlficat!ons filed by carri.rs, '

(c) Recordkepmg. All carriers shall maintain a reoord, electronicallyorin somo olher manner, of
lilly br...he, disoovered, notilleatlon made to ~'" USSS and the FBI p1ll'Suaut to piU1lgJ'aph (b), ond
notification made to cllstomers. The record must inclUde, if availa1>le, dates ofdiscovery and notification, a
detan.d description of the CI'NI that WllS the sub.Jeet ofille b:'1OC1l. and the clreumeteooe, oithe breaoh.
CatTiers shaU retain lhe record fur a minimum of2 yeers.

The ComjJlr1ty !taspoll.,es U1ulproccd/.ll'lt81n pl= 10 emmre cmnpllance wWt Rule 64,2/)IJ. WI"'/f It Is
're/lsonablJ> determined Ihat a br"""l. I.as OCCW'Iea, Ike Cl'Nl Compliance 0jJice1 will 1U11/fY law
enforcement and irs <f1/$/Omer In t[le required IImt4'romes. Ii. 1BCfJ1d o/iltelm,acl, lVI/I be mailtlltirtedfor
a mlltlmum 0/ /IlIo yetlTS and will Inelude all info1ttUdlon required by Rill. 64.20lI.
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